


INFORMATION SECURITY MANAGEMENT SYSTEM

Olelb) Caial Co e (lusw

1SO 27001:2005 3yluibiw! olusl

- oyStenn

S Jadoy OleMbl 6y st § Cammo e Silayoeed]
$O9u a5 54l g 35 SleMbl 551
@S paedilyogs ilajl sl
23 il 95 sl 9 0l o o
S ol lajla 50085 08
S sy 395 IS 9 S don 53 5

ISO/IEC 27001:2005



INFORMATION SECURITY MANAGEMENT SYSTEM

Cuiel Sl 590

Security Operation Center \
\ : N

uﬂJl-*m/‘N"c Ic.-’T-‘»‘

{J |

éﬁ‘ﬁ#

St S oo |

ISO/IEC 27001:2005



INFORMATION SECURITY MANAGEMENT SYSTEM

398 & gy
G &l g5l gz
Julod 9 L3

Slsds 9 SIS
Oledbl il 392 9 91055 iy

Foppy S s mian 5 EI

ISO/IEC 27001:2005



INFORMATION SECURITY MANAGEMENT SYSTEM

il S ol

seeeseeeee

Silw ©iloe dd dSULS o) (ssloxe sl 9 (=il
o315 3550 9

O lgmns (831051 0l 9 was , W 5 30 Oygldcs

Jliswd aldl =Ly gl (Bedo 9 (8 Oileus
(Computer Forensics )

Ciel glaalg (ploddly Sl (el g Sleus
0 sl Glojlwlgld 1o ileMs)

Oledbl (g y9lid Mlu_‘.)y] Sl 0y90 )5Sy -
Sl g

ISO/IEC 27001:2005



INFORMATION SECURITY MANAGEMENT SYSTEM

3425 9 Jale ot $lpods apul oS
Flojle gla 381 ey pads LS 9 (lulid
Clyblie 1ol Cog L 6500 Gl I 385 Olelbl dily) 5 Ol (lulis
Oly Ot S a9 A5 3235 (a2
Jiiuws sl glo Josllygiws 43l Sl ~
Ol g diub 9 i diwd

ISO/IEC 27001:2005



T 11 Inmmm
[+ ISl | . .o L e . @ _m
|==== INFORMATION SECURITY MANAGEMENT SYSTEM 3109 Ply gl Cyol (wiigo S5 g |====

g i 0l 8 gy yiasS ol

2yl el !
ISO / IEC 27001:2005

wileMb! g,9L8
ol (3 95
S p 0 Slgosmn
(& ENL! Coiof
ot 1

3o g0
Ko 313 390 uikigo
b Lo, gvige

ISO/IEC 27001:2005

www.payampardaz.net



|

P aeos
Iﬁ INFORMATION SECURITY MANAGEMENT SYSTEM MR PLy g (ol (wiigo S5 g |::EE
INTERNATIONAL ISO/IEC ISO/IEC RGTW
STANDARD 27001 27001
First edition FESREMN t_s'LL°J| U‘“’
2005-10-15 2005-10- 15

Information technology — Security
techniques — Information security
management systems —
Requirements

Reference number
ISO/IEC 27001:2005(E)

— (ool (198 — Ol (g ,4L3

— QLN Cuiol o 3o prmen
<lof 31

o IEC

ISO/IEC27001:2005 (E) °

1l ISO/IEC 27001:2005

www.payampardaz.net



T Inmmn
ouEE ) L . .. .  ouEm
|==== INFORMATION SECURITY MANAGEMENT SYSTEM 3109 ALy gd pol (Gwkigo S5 g |

5 g S 0 ]

o 1Sy (oo

i 505 o | e o 55 L
Sy Jo @) 5l dileseo St L 31351 s 7 uolS it (ol y 5 V7
wWasild oage o 1y e (g bl g g (Sl a5
LMLl Cornl Cy ytn W 90l cysleo V/
e s 5 ST aeme w HLBT I ioren
oyl yind ool 8 i
S8 bk s il ami o b 55—2,
ML Connl Gy e Ui o pus ¥
ol
Sladys cublogy (Gl e Cuw) CodnS

ol cyls, ol degame 45 oy s T ol

T . . IMQ s i
Gyalo3 855> ), ai colo g ol ea 8e
. . . . . E3 /

ok 00)51 ool ‘) eS| OleMb!| Codwo! B G B et ,_gl.bo),o QYo 4

s 315 e

m ISO/IEC 27001:2005 www.payampardaz.net



INFORMATION SECURITY MANAGEMENT SYSTEM

@3 oly pladl o s Glnl (Dl (55002 pme g0
GloolKiws adS (AY ocawl asgas) L8l aw Y-V o,les
Saiel o s i (S3lwosly 4o IS ) (9o
sl 03505 395 lejle jo Sledol
0352 1SO 27001:2005 s ol s )b y0 yol LS
Ol Ll (oSG (e Sy oo Langs a5
iz 3l alols Glos bl s 5 58 ISMS yloliss IS
SleMbl cal o e pins (S0 g (5 Jlo
el 0350,5 oulai 5 Aoz i
i Balge gy b LS (b Lo eaigs izen
5 ilimay 28 SleMbl (5 )5l8 5 Sl jgel 55 0 psline
el Al e ol @B g Ao
G Sl en bl el 2 el (puiige 550
Slea s Sl ad o)l Folel (i lulis IS 5 03y
Sl Sy oo i Silwosly 5 (2 lb o )glde
o ogar g g alize slanleile o 1) Oledbl
D58 oage
5 i 080 S L bplejle aen a5 (559, Sl 4
ann o SleMbl o Jgy g Jols slad cosl 4 suedon
Sgrty (yimodno 5yl (i ;o 1) Sl ICT aswgs
oy g oo ( (Sle e > (ed g odiSu petas
G 5o g (e | 055 Slojles el cnledbl 553
DAoled Co w095 lojle ol
e S b Jole e
oy ply S (ol
GOgeZo Dginy

T
HORPLY s ool quiige o554 |SERE
S Aoy

s b ogs o G Glojle o (S985 yas o
S8 ool g il albls )l Sledbl g5l
o Slojle slaajo fals 5 355 3 Sles 9 sl 5
5o Lol .A_Sloa)ﬂ 9,y Sledbl 6)31}—5 31 oolaiul
Sy slacslun dnng o 5l 095 (JS e
S sl SO asl Lol ws )b wlbls )l aledb
ol ol il g 0395y Il Buads el S o ol
(b Bld lagml 432 o 50 g polae &5 4

258 aloul pladl g b5l g jlwonly
S Jastiwl ulwl 5 (ISMS) SleMb| ol g i g
az > olol 6l a3Y sleaul,s 415 1SO 27001:2005
B ool s ole 1) silojle Oledbl (5,5L3 (3L el

ISO/IEC 27001:2005

www.payampardaz.net



-
INFORMATION SECURITY MANAGEMENT SYSTEM 0Pl g o (wikigo S g |====
Contents Coaws o
FOTBWOID ..oooooiviiiinii s 1 N ettt ettt et aean Jlein
0. INEOAUCHION. oot 2 Y ettt ettt nene dodde .
0. 1. GENEral..eeceieceeeeeeeceee e 2
0. 2. PrOCESS Approach .................................................. 2 Y ........................................................................ QLJS.\ g
0. 3. Compatibility With Other Management ¥ e s l,80,55,,.Y
O waéLijLwLLs)lf)LuV’
11 General..... . 6 B et ettt enes 45,8 akals .
1.2. Application ...........ccooveiiiiiei 7 B e e LS
2. Normative References ........................... 7 Y et e e e e e e e eaaas .)).g)ls AR
3.Terms And Definitions .................eeenniss 8 Vs sl ezl ¥
AN
3.1 Asset 8 Rttt iy a5 5 Sl ¥
3.2. Availability .......ocveiviiiiin 8
) o e s VY
3.3. Confidentiality .......c.covvvivvniiiiniiennnne, 8 ,
. . e Lg).sd..: uw)ll.wb yYY
3.4. INformation SECUMtY .........oeevvvriennss 8 Mt Sbeyes XYY
3.5. Information Security Event................. 8 M SledMbl sl F LY
3.6. Information Security Incident............... 9 Mo SleMbl el dasg, .0 .Y
3.7. Information Security Management oo el ool ol 5 ¥
SyStEM(ISMS) v .vviviiiieii v eeaas 9 i
] 5 VOO SleMb| ol &y 30 s VY
3.8, INtegrity ..ovvviiiiii 9 B
) ) ettt ettt tean SLSS ALY
3.9. Residual Risk .....oooooveviiiiniiiinnnn. 9 et aean oailonl o,bole ALY
3.10. Risk Acceptance..........ovvviiiienenninn, 9 Qe ool hpdy Ve Y
3.11. RisK Analysis .......cccevviininiiniiinennnn. 9 S VOO o ble Judov g a3 VY LY
3.12. RISK ASSESSIMENT overe oo 10 N s oyl HLuiy Y LY

ISO/IEC 27001:2005 www.payampardaz.net



I o
|EEEE INFORMATION SECURITY MANAGEMENT SYSTEM 30l pS (ol (qwikigo <5 g |EEEE
3.13. Risk EValUation w.emeeeeoeooo 10 ) e o)]ob'u 63[3.)‘) AV Y

_ LIRS o ,ble Cy e NE Y
3.14. Risk Management.............ccesssvveeess 10 LIRS o, bl 3)95 5 V0 Y
3.15. Risk Treatment........cccceeeeeeviicivvneeenenen. 10 Y s Sy o5 asly N Y
3.16. Statement Of Applicability ................... 10 WY s Sledbl el o oo s ¥
4, |nformatlon Securlty Management System 11 N ) e (SPFRE uLob.” ALY
4.1. General REQUIEMENS ..o.....ccovvsssvvvess 1 Y e e
4.2. Establishing And Managing The ISMS ...11 VYV el el o e s 3] ) LY LF
4.2.1. Establish the ISMS..................... 11 Srndme e L et 5 2l VYT
V0 e s SledMb| el

4.2.2. Implement and operate the ISMS .... 15 ‘ - Lovxs

4.2.3. Monitor and review the ISMS........ 16 ' * il oSl

4.2.4 Maintain and improve the ISMS ... B T /

_ _ el o pde i L) 5 5SS LY S

4.3. Documentation Requirements............ 18 VA e Sle M|

4.3.1. General........ccoovviiiiiiiiii, 18 VA e &3l ol J1LYF

4.3.2. Control Of DocumentsS.....ccovvveevvin. 20 VA e oSy vy

4.3.3. Control Of RECOrAS v 20 Y Slaiime JyuS Y YUY

Y e 3! LSS Y XY
5. Management Responsibility ...................... 21 S JrS
Y e Co S Cm.l}i...wo I\
5.1. Management Commitment ..................... 21
Y e NPT UKV VA
5.2. Resource Management...........ccceessssvee 22 L R PEDRCHRUN N
5.2.1. Provision Of reSOUrCeS......vvvvuueees. 22 T s lio els )Y L0
5.2.2. Training, awareness and competence .. 22 | S—— o 5 (55lwolST Sjgel ¥ Y O

\

ISO/IEC 27001:2005

www.payampardaz.net



INFORMATION SECURITY MANAGEMENT SYSTEM

6.J ;ﬁternal ISMS AUGIES .....oeeviiieiiieeiieeeiiee 23
7. Management Review Of The ISMS.............. 24
7.0, General.......ooooeiiiiiii 24
7.2. ReVIEW INPUL.....cocviiiiieiiie e 24
7.3. Review OUtpUL .......cccovvvvireeiiiiiee e, 25
8.1sms Improvement .........cooevieiiiiiiinnnnnns 26
8.1. Continual Improvement............ccccocveennee 26
8.2. Corrective ACLION .......ccccevvvveeiieeniiieenne 26
8.3. Preventive ACtiON ........cccovcvvrviieiiiieennne 26

9. Annex A(Normative);Control Objectives And

L7 S Lo, | i S Blask( ol Cago A
CoNtrols...c.vv i 28 S s s e 7
10. Annex B(Informative) ........ccovevvnvnnenns. 55 OO e (SleMbho cuvgn N -
11. Annex C(Informative) ..........covvviininnn, 57 OV e (SeMbho Cavge NN

VI ISO/IEC 27001:2005 www.payampardaz.net VI



|...- INFORMATION SECURITY MANAGEMENT SYSTEM
hag plenS ol

III.I
ﬂ=ll
L]

Pl e ol (Gwikigo SF g |s=as

it gl S ol

ISO (the International Organization for
Standardization) and IEC (the International Electro
technical Commission) form the specialized system
for worldwide standardization. National bodies that
are members of ISO or IEC participate in the
development of International Standards through
technical committees established by the respective
organization to deal with particular fields of technical
activity. 1SO and IEC technical committees
collaborate in fields of mutual interest. Other
international organizations, governmental and non-
governmental, in liaison with ISO and IEC, also take
part in the work. In the field of information

technology, ISO and IEC have established a joint
technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with
the rules given in the ISO/IEC Directives, Part 2.

The main task of the joint technical committee is to
prepare International Standards. Draft International
Standards adopted by the joint technical committee
are circulated to national bodies for voting.
Publication as an International Standard requires
approval by at least 75 % of the national bodies
casting a vote.

Attention is drawn to the possibility that some of the
elements of this document may be the subject of
patent rights. ISO and IEC shall not be held
responsible for identifying any or all such patent
rights.

ISO/IEC 27001 was prepared by Joint Technical
Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 27, IT Security techniques.
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INFORMATION SECURITY MANAGEMENT SYSTEM

0. Introduction

0.1.General

This International Standard has been prepared to
provide a model for establishing, implementing,
operating, monitoring, reviewing, maintaining and
improving an Information Security Management
System (ISMS). The adoption of an ISMS should be a
strategic decision for an organization. The design and
implementation of an organization’s ISMS is
influenced by their needs and objectives, security
requirements, the processes employed and the size and
structure of the organization. These and their
supporting systems are expected to change over time.
It is expected that an ISMS implementation will be
scaled in accordance with the needs of the
organization, e.g. a simple situation requires a simple
ISMS solution.

This International Standard can be used in order to
assess conformance by interested internal and external
parties.

0. 2. Process approach

This International Standard adopts a process approach
for establishing, implementing, operating, monitoring,
reviewing,  maintaining and  improving  an
organization's ISMS.

An organization needs to identify and manage many
activities in order to function effectively. Any activity
using resources and managed in order to enable the
transformation of inputs into outputs can be
considered to be a process. Often the output fromone
process directly forms the input to the next process.
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The application of a system of processes within an
organization, together with the identification and
interactions of these processes, and their management,
can be referred to as a “process approach”.

The process approach for information security
management presented in this International Standard
encourages its users to emphasize the importance of:
a) understanding an organization’s information
security requirements and the need to establish policy
and objectives for information security;

b) implementing and operating controls to manage an
organization's information security risks in the context
of'the organization’s overall business risks;

€) monitoring and reviewing the performance and
effectiveness of the ISMS; and

d) continual improvement based on objective
measurement.

This International Standard adopts the "Plan-Do-
Check-Act” (PDCA) model, which is applied to
structure all ISMS processes. Figure 1 illustrates how
an ISMS takes as input the information security
requirements and expectations of the interested parties
and through the necessary actions and processes
produces information security outcomes that meets
those requirements and expectations. Figure 1 also
illustrates the links in the processes presented in
Clauses 4, 5, 6, 7 and 8.

The adoption of the PDCA model will also reflect the
principles as set out in the OECD Guidelines
(2002)'governing the security of information systems
and networks.

1 OECD Guidelines for the Security of Information Systems
and Networks — Towards a Culture of Security. Paris:
OECD, July 2002. www.oecd.org
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This International Standard provides a robust model
for implementing the principles in those guidelines
governing risk assessment, security design and
implementation, security management and
reassessment.

EXAMPLE 1

A requirement might be that breaches of information
security will not cause serious financial damage to an
organization and/orcause embarrassment to the
organization.

EXAMPLE 2

An expectation might be thatif a serious incident
occurs — perhaps hacking of an organization’s
eBusiness web site — there should be people with
sufficient training in appropriate procedures to
minimize the impact.

oS oS eylad g @) 1y nalz 5 LelS Joto pol Lol s il

5 > cosble il 5 @Sl slassaie 1o e Syl sices o]
Sgad Lzl samme b)) 5 ol g e ol (gjluosly

A Jbo
1 o Jo ol (ol coel i 45 aib ol wlgs o plyll S0
Gl ISt sl cmge b g sl aalss Jlos 4 olole o sl

gt ylojlw

¥ Jtw
Slsie 4 59 sy K ot Dy 55 oAbl ol e i S,
G e b 91,8 sl (S 55U 5 Sl g 50 Ko Ji
o B cslie oy g,y @b b asil adls jeam lojle o Wl S

s rels Plas a ) slayg,

Plan
Interested Interested
Parties l/ Establish -\ Parties
/(:‘ ISMS <“\

i J \

AV U\

! Do Implement and Maintain and Act i

operate the ISMS improve the ISMS H

I".‘ 1 VAN /
\4;> Monitorand ff — j
N review the ISMSlf
Inrogg)u:tr; } T% Managed

information
requirements, Check secunl‘y
and expactations l

....... T T
ol i3
oleand - Olsind
| | Sk 5 eS| ot
1= S92 i
sy cl| 5 b A TR
ANl 2 &S5k 0ad g pia

Figure 1 — PDCA model applied to ISMS processes
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Plan (establish
the ISMS)

Establish ISMS policy, objectives,
processes and procedures relevant to
managing risk and improving
information security to deliver
results in accordance with an
organization’s overall policies and
objectives.

cOledbl Codal o e s sdelas olx)

Do (implement
and operate the
ISMS)

Implement and operate the ISMS
policy, controls, processes and
procedures.

Assess and, where applicable,
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Check measure  process  performance
(monitor and . . .
review the | @gainst ISMS policy, objectives and
ISMS) practical experience and report the
results to management for review
Take corrective and preventive
actions, based on the results of the
Act  (maintain | internal ISMS audit and
and improve | management review or other
the ISMS) relevant information, to achieve
continual improvement of the
ISMS.
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0. 3. Compatibility with other management
systems

This International Standard is aligned with 1SO
9001:2000 and ISO 14001:2004 in order to support
consistent and integrated implementation and
operation with related management standards. One
suitably designed management systemcan thus satisfy
the requirements of all these standards. Table C.1
illustrates the relationship between the clauses of this
International Standard, 1SO 9001:2000 and ISO
14001:2004.

This International Standard is designed to enable an
organization to align or integrate its ISMS with related
management system requirements.
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Information technology — Security techniques —
Information security management systems —
Requirements

IMPORTANT — This publication does not purport
to include all the necessary provisions of a contract.
Users are responsible for its correct application.
Compliance with an International Standard does not in
itself confer immunity from legal obligations.

1.1. General

This International Standard covers all types of
organizations (e.g. commercial enterprises,
government agencies, non-profit organizations). This
International Standard specifies the requirements for
establishing, implementing, operating, monitoring,
reviewing, maintaining and improving a documented
ISMS within the context of the organization’s overall
business risks. It specifies requirements for the
implementation of security controls customized to the
needs of individual organizations or parts thereof.

The ISMS is designed to ensure the selection of
adequate and proportionate security controls that
protect information assets and give confidence to
interested parties.

NOTEL: References to ‘business’ in this International
Standard should be interpreted broadly to mean those
activities that are core to the purposes for the
organization’s existence.

NOTE 2: ISO/IEC 17799 provides implementation
guidance that can be used when designing controls.
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1.2. Application

The requirements set out in this International Standard
are generic and are intended to be applicable to all
organizations, regardless of type, size and nature.
Excluding any of the requirements specified in
Clauses 4, 5, 6, 7, and 8 is not acceptable when an
organization claims conformity to this International
Standard.

Any exclusion of controls found to be necessary to
satisfy the risk acceptance criteria needs to be justified
and evidence needs to be provided that the associated
risks have been accepted by accountable persons.
Where any controls are excluded, claims of
conformity to this International Standard are not
acceptable unless such exclusions do not affect the
organization’s ability, and/or responsibility, to provide
information  security that meets the security
requirements determined by risk assessment and
applicable legal or regulatory requirements.

NOTE: If an organization already has an operative
business process management system (e.g. in relation
with 1SO 9001 or ISO 14001), it is preferable in most
cases to satisfy the requirements of this International
Standard within this existing management system.

2. Normative references

The  following referenced  documents  are
indispensable for the application of this document. For
dated references, only the edition cited applies. For
undated references, the latest edition of the referenced
document (including any amendments) applies.
ISO/IEC 17799:2005, Information technology —
Security techniques — Code of practice for
information security management
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3. Terms and definitions

For the purposes of this document, the following
terms and definitions apply.

3.1. asset

anything that has value to the organization
[ISO/IEC 13335-1:2004]

3.2. availability

the property of being accessible and usable upon
demand by an authorized entity
[ISO/IEC 13335-1:2004]

3.3. confidentiality

the property that information is not made available or
disclosed to unauthorized individuals, entities, or
processes

[ISO/IEC 13335-1:2004]

3.4. information security

preservation of confidentiality, integrity and
availability of information; in addition, other
properties such as authenticity, accountability, non-
repudiation and reliability can also be involved
[ISO/IEC 17799:2005]

3.5. information security event

an identified occurrence of a system, service or
network state indicating a possible breach of
information security policy or failure of safeguards, or
a previously unknown situation that may be security
relevant

[ISO/IEC TR 18044:2004]
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a single or a series of unwanted or unexpected
information security events that have a significant
probability of compromising business operations and
threatening information security

[ISO/IEC TR 18044:2004]

that part of the overall management system, based on
a business risk approach, to establish, implement,
operate, monitor, review, maintain and improve
information security

NOTE: The management system includes
organizational structure, policies, planning activities,
responsibilities, practices, procedures, processes and
resources.

‘x

the property of safeguarding the accuracy and
completeness of assets
[ISO/IEC 13335-1:2004]

the risk remaining after risk treatment
[ISO/IEC Guide 73:2002]

2
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decision to accept a risk
[ISO/IEC Guide 73:2002]

systematic use of information to identify sources and
to estimate the risk
[ISO/IEC Guide 73:2002]
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overall process of risk analysis and risk evaluation
[ISO/IEC Guide 73:2002]

process of comparing the estimated risk against given
risk criteria to determine the significance of the risk
[ISO/IEC Guide 73:2002]

coordinated activities to direct and control an
organization with regard to risk
[ISO/IEC Guide 73:2002]

process of selection and implementation of measures
to modify risk

[ISO/IEC Guide 73:2002]

NOTE: In this International Standard the term
‘control’ is used as a synonym for ‘measure’.

documented statement describing the control
objectives and controls that are relevant and
applicable to the organization’s ISMS.

NOTE: Control objectives and controls are based on
the results and conclusions of the risk assessment and
risk treatment processes, legal or regulatory
requirements, contractual obligations and the
organization’s business requirements for information
security.
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4. Information security management system

4.1. General requirements

The organization shall establish, implement, operate,
monitor, review, maintain and improve a documented
ISMS within the context of the organization’s overall
business activities and the risks it faces. For the
purposes of this International Standard the process
used is based on the PDCA model shown in Figure 1.

4.2. Bstablishing and managing the ISMS
4.2.1.Establishthe ISMS

The organization shall do the following :

a) Define the scope and boundaries of the ISMS in
terms of the characteristics of the business, the
organization, its location, assets and technology, and
including details of and justification for any

exclusions from the scope (see 1.2).

b) Define an ISMS policy in terms of the
characteristics of the business, the organization, its
location, assets and technology that:

1) includes a framework for setting objectives and
establishes an overall sense of direction and
principles for action with regard to information
security;

2) takes into account business and legal or
regulatory requirements, and contractual security
obligations;

3) aligns with the organization’s strategic risk
management context in which the establishment
and maintenance of the ISMS will take place;
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4) establishes criteria against which risk will be
evaluated (see 4.2.1c)); and

5) has been approved by management.

NOTE: For the purposes of this International
Standard, the ISMS policy is considered as a superset
of the information security policy. These policies can
be described in one document.

c) Define the risk assessment approach of the
organization.

1) Identify a risk assessment methodology that is
suited to the ISMS, and the identified business
information  security, legal and regulatory
requirements.

2) Develop criteria for accepting risks and identify
the acceptable levels of risk. (see 5.1f)
The risk assessment methodology selected shall
ensure that risk assessments produce comparable and
reproducible results.
NOTE: There are different methodologies for risk
assessment. Examples of risk assessment methodologies are
discussed in ISO/IEC TR 13335-3, Information technology
— Guidelines for the management of IT Security —
Techniques for the management of IT Security.

d) Identify the risks.

1) Identify the assets within the scope of the
ISMS, and the owners ) of these assets.

2) Identify the threats to those assets.

3) Identify the wvulnerabilities that might be
exploited by the threats.

1 The term ‘owner’ identifies an individual or entity that has approved

management responsibility for controlling the production, development,
maintenance, use and security of the assets. The term 'owner’ does not mean that
the person actually has any property rights to the asset.
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4) ldentify the impacts that losses of
confidentiality, integrity and availability may have
on the assets.

e) Analyse and evaluate the risks.

1) Assess the business impacts upon the
organization that might result from security
failures, taking into account the consequences of a
loss of confidentiality, integrity or availability of
the assets.
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2) Assess the realistic likelihood of security

failures occurring in the light of prevailing threats
and vulnerabilities, and impacts associated with
these assets, and the controls currently
implemented.
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require treatment using the criteria for accepting
risks established in 4.2.1¢)2).

f) Identify and evaluate options for the treatment of
risks.
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Possible actions include:
1) applying appropriate controls;

2) knowingly and objectively accepting risks,
providing they clearly satisfy the organization’s
policies and the criteria for accepting risks (see
4.2.1c)2));

3) avoiding risks; and

g oo bl 3l Sl (¥
m03,5 plo @ S 9S4 aiieal 5 atily sloo,ble Jliul (¥
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g) Select control objectives and controls for the
treatment of risks.

Control objectives and controls shall be selected and
implemented to meet the requirements identified by
the risk assessment and risk treatment process. This
selection shall take account of the criteria for

accepting risks (see 4.2.1c)2)) as well as legal,
regulatory and contractual requirements.

The control objectives and controls from Annex A
shall be selected as part of this process as suitable to
cover the identified requirements.

The control objectives and controls listed in AnnexA
are not exhaustive and additional control objectives
and controls may also be selected.

NOTE: Annex A contains a comprehensive list of control
objectives and controls that have been found to be
commonly relevant in organizations. Users of this
International Standard are directed to Annex A as a starting
point for control selection to ensure that no important
control options are overlooked.

h) Obtain management approval of the proposed
residual risks.

i) Obtain management authorization to implement and
operate the ISMS.

j) Prepare a Statement of Applicability.

A Statement of Applicability shall be prepared that
includes the following:
1) the control objectives and controls selected in
4.2.1g) and the reasons for their selection;

2) the control objectives and controls currently
implemented (see 4.2.1e)2)); and
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3) the exclusion of any control objectives and
controls in Annex A and the justification for their
exclusion.

NOTE: The Statement of Applicability provides a summary
of decisions concerning risk treatment. Justifying exclusions
provides a cross-check that no controls have been

inadvertently omitted.
4.2.2. Implement and operate the ISMS

The organization shall do the following.

a) Formulate a risk treatment plan that identifies the
appropriate management action, resources,
responsibilities  and  priorities  for  managing
information security risks (see 5).

b) Implement the risk treatment plan in order to
achieve the identified control objectives, which
includes consideration of funding and allocation of
roles and responsibilities.

c) Implement controls selected in 4.2.1g) to meet the
control objectives.

d) Define how to measure the effectiveness of the
selected controls or groups of controls and specify
how these measurements are to be used to assess
control effectiveness to produce comparable and
reproducible results (see 4.2.3c)).

NOTE: Measuring the effectiveness of controls allows
managers and staff to determine how well controls achieve
planned control objectives.
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e) Implement training and awareness programmes (See
5.2.2).

f) Manage operation of the ISMS.
g) Manage resources for the ISMS (see 5.2).

h) Implement procedures and other controls capable
of enabling prompt detection of security events and
response to security incidents (see 4.2.3a)).

4.2.3.Monitor and review the ISMS

The organization shall do the following.

a) Bxecute monitoring and reviewing procedures and
other controls to:
1) promptly detect errors in the results of
processing;
2) promptly identify attempted and successful
security breaches and incidents;
3) enable management to determine whether the
security activities delegated to people or
implemented by information technology are
performing as expected;
4) help detect security events and thereby prevent
security incidents by the use of indicators; and
5) determine whether the actions taken to resolve a
breach of security were effective.
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b) Undertake regular reviews of the effectiveness of
the ISMS (including meeting ISMS policy and
objectives, and review of security controls) taking into
account results of security audits, incidents, results
from effectiveness measurements, suggestions and
feedback from all interested parties.

c) Measure the effectiveness of controls to verify that
security requirements have been met.

d) Review risk assessments at planned intervals and
review the residual risks and the identified acceptable
levels of risks, taking into account changes to:

1) the organization;

2) technology;

3) business objectives and processes;

4) identified threats;

5) effectiveness of the implemented controls; and

6) external events, such as changes to the legal or
regulatory environment, changed contractual
obligations, and changes in social climate.

e) Conduct internal ISMS audits at planned intervals
(see 6).

NOTE: Internal audits, sometimes called first party audits,
are conducted by, or on behalf of, the organization itself for

internal purposes.

f) Undertake a management review of the ISMS on a
regular basis to ensure that the scope remains
adequate and improvements in the ISMS process are
identified (see 7.1).
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g) Update security plans to take into account the
findings of monitoring and reviewing activities.

h) Record actions and events that could have an
impact on the effectiveness or performance of the
ISMS (see 4.3.3).

4.2.4 Maintainand improve the ISMS

The organization shall reqularly do the following.
a)lmplement the identified improvements in the
ISMS.

b) Take appropriate corrective and preventive actions
in accordance with 8.2 and 8.3. Apply the lessons

learnt from the security experiences of other
organizations and those of the organization itself.

¢) Communicate the actions and improvements to all
interested parties with a level of detail appropriate to
the circumstances and, as relevant, agree on how to
proceed.

d) Ensure that the improvements achieve their
intended objectives.
4.3. Documentation requirements

4.3.1.General

Documentation shall include records of management
decisions, ensure that actions are traceable to
management decisions and policies, and ensure that
the recorded results are reproducible.

It is important to be able to demonstrate the
relationship from the selected controls back to the
results of the risk assessment and risk treatment
process, and subsequently back to the ISMS policy
and objectives.
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The ISMS documentation shall include:

a) documented statements of the ISMS policy (see
4.2.1b)) and objectives;

b) the scope of the ISMS (see 4.2.1a));

c) procedures and controls in support of the ISMS;

d) a description of the risk assessment methodology
(see 4.2.1¢));

e) the risk assessment report (see 4.2.1c) to 4.2.19));

f) the risk treatment plan (see 4.2.2b));

g)documented procedures needed by the organization
to ensure the effective planning, operation and

control of its information security processes and
describe how to measure the effectiveness of controls

(see 4.2.3¢c));

h) records required by this International Standard (see
4.3.3); and

i) the Statement of Applicability.

NOTE 1: Where the term “documented procedure”
appears within this International Standard, this means that
the procedure is established, documented, implemented and
maintained.

NOTE 2: The extent of the ISM S documentation can differ
from one organization to another owing to:

- the size of the organization and the type of its
activities; and

- the scope and complexity of the security
requirements and the systembeing managed.

NOTE 3: Documents and records may be in any form or
type of medium.
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4.3.2.Control of documents

Documents required by the ISMS shall be protected
and controlled. A documented procedure shall be
established to define the management actions needed
to:

a) approve documents for adequacy prior to issue;

b) review and update documents as necessary and re-
approve documents;

c) ensure that changes and the current revision status
of documents are identified;

d) ensure that relevant versions of applicable
documents are available at points of use;

e) ensure that documents remain legible and readily
identifiable;

f) ensure that documents are available to those who
need them, and are transferred, stored and ultimately
disposed of in accordance with the procedures
applicable to their classification;

g) ensure that documents of external origin are
identified;
h) ensure that the distribution of documents is
controlled;

i) prevent the unintended use of obsolete documents;
and

j) apply suitable identification to them if they are
retained for any purpose.
4.3.3.Control of records

Records shall be established and maintained to
provide evidence of conformity to requirements and
the effective operation of the ISMS. They shall be
protected and controlled.
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The ISMS shall take account of any relevant legal or
regulatory requirements and contractual obligations.
Records shall remain legible, readily identifiable and
retrievable. The controls needed for the identification,
storage, protection, retrieval, retention time and
disposition of records shall be documented and
implemented.

Records shall be kept of the performance of the
process as outlined in 4.2 and of all occurrences of
significant security incidents related to the ISMS.
EXAMPLE:

Examples of records are a visitors’ book, audit reports
and completed access authorization forms.

5. Management responsibility

5.1. Management commitment

Management shall provide evidence of its
commitment to the establishment, implementation,
operation, monitoring, review, maintenance and
improvement of the ISMS by:

a) establishing an ISMS policy;

b) ensuring that ISMS objectives and plans are
established;

c) establishing roles and responsibilities for
information security;

d) communicating to the organization the importance
of meeting information security objectives and
conforming to the information security policy, its
responsibilities under the law and the need for
continual improvement;

e) providing sufficient resources to establish,
implement, operate, monitor, review, maintain and
improve the ISMS (see 5.2.1);
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f) deciding the criteria for accepting risks and the
acceptable levels of risk;

g) ensuring that internal ISMS audits are conducted
(see 6); and

h) conducting management reviews of the ISMS (see

5.2. Resource management
5.2.1.Provision ofresources

The organization shall determine and provide the
resources needed to:

a) establish, implement, operate, monitor, review,
maintain and improve an ISMS;

b) ensure that information security procedures support
the business requirements;

¢) identify and address legal and regulatory
requirements and contractual security obligations;

d) maintain adequate security by correct application of
all implemented controls;

e) carry out reviews when necessary, and to react
appropriately to the results of these reviews; and

f) where required, improve the effectiveness of the
ISMS.

5.2.2. Training, awareness and competence

The organization shall ensure that all personnel who
are assigned responsibilities defined in the ISMS are
competent to perform the required tasks by:

a) determining the necessary competencies for
personnel performing work effecting the ISMS;
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b) providing training or taking other actions (e.g.
employing competent personnel) to satisfy these
needs;

c¢) evaluating the effectiveness of the actions taken;
and

d) maintaining records of education, training, skills,
experience and qualifications (see 4.3.3).

The organization shall also ensure that all relevant

personnel are aware of the relevance and importance

of their information security activities and how they

contribute to the achievement of the ISMS objectives.

6. Internal ISMS audits

The organization shall conduct internal ISMS audits at
planned intervals to determine whether the control
objectives, controls, processes and procedures of its
ISMS:

a) conform to the requirements of this International
Standard and relevant legislation or regulations;

b) conform to the identified information security
requirements;

c) are effectively implemented and maintained; and

d) perform as expected.

An audit programme shall be planned, taking into
consideration the status and importance of the
processes and areas to be audited, as well as the
results of previous audits. The audit criteria, scope,
frequency and methods shall be defined. The selection
of auditors and conduct of audits shall ensure
objectivity and impartiality of the audit process.
Auditors shall not audit their own work.
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The responsibilities and requirements for planning and
conducting audits, and for reporting results and
maintaining records (see 4.3.3) shall be defined in a
documented procedure

The management responsible for the area being
audited shall ensure that actions are taken without
undue delay to eliminate detected nonconformities
and their causes. Follow-up activities shall include the
verification of the actions taken and the reporting of
verification results (see 8).

NOTE: 1SO 19011:2002, Guidelines for quality and/or
environmental management systems auditing, may

provide helpful guidance for carrying out the internal
ISMS audits

7. Management review of the ISMS

7.1. General

Management shall review the organization’s ISMS at
planned intervals (at least once a year) to ensure its
continuing suitability, adequacy and effectiveness.
This review shall include assessing opportunities for
improvement and the need for changes to the ISMS,
including the information security policy and
information security objectives. The results of the
reviews shall be clearly documented and records shall
be maintained (see 4.3.3).

7.2. Review input

The input to a management review shall include:
a) results of ISMS audits and reviews;
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b) feedback from interested parties;

¢) techniques, products or procedures, which could be
used in the organization to improve the ISMS
performance and effectiveness;

d) status of preventive and corrective actions;

e) vulnerabilities or threats not adequately addressed
in the previous risk assessment;

f) results from effectiveness measurements;

g) follow-up actions from previous management
reviews;

h) any changes that could affect the ISMS; and
i) recommendations for improvement.

7.3. Review output

The output from the management review shall include
any decisions and actions related to the following.

a) Improvement of the effectiveness of the ISMS.

b) Update of the risk assessment and risk treatment
plan.

c¢) Modification of procedures and controls that effect
information security, as necessary, to respond to
internal or external events that may impact on the
ISMS, including changes to:

1) business requirements;
2) security requirements;

3) business processes effecting the existing
business requirements;

4) regulatory or legal requirements;

5) contractual obligations; and

6) levels of risk and/or criteria for accepting risks.
d) Resource needs.

e) Improvement to how the effectiveness of controls is
being measured.
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8. ISMS improvement

8.1. Continual improvement

The organization shall continually improve the
effectiveness of the ISMS through the use of the
information security policy, information security
objectives, audit results, analysis of monitored events,
corrective and preventive actions and management
review (see 7).

8.2. Corrective action

The organization shall take action to eliminate the
cause of nonconformities with the ISMS requirements
in order to prevent recurrence. The documented
procedure for corrective action shall define
requirements for:

a) identifying nonconformities;

b) determining the causes of nonconformities;

c) evaluating the need for actions to ensure that
nonconformities do not recur;

d) determining and implementing the corrective action
needed;

e) recording results of action taken (see 4.3.3); and

f) reviewing of corrective action taken.

8.3. Prewentive action

The organization shall determine action to eliminate
the cause of potential nonconformities with the ISMS
requirements in order to prevent their occurrence.
Preventive actions taken shall be appropriate to the
impact of the potential problems. The documented
procedure for preventive action shall define
requirements for:

a) identifying potential nonconformities and their
causes;

b) evaluating the need for action to prevent occurrence
of nonconformities;

c) determining and implementing preventive action
needed;

d) recording results of action taken (see 4.3.3); and
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e) reviewing of preventive action taken.

The organization shall identify changed risks and
identify preventive action requirements focusing
attention on significantly changed risks.

The priority of preventive actions shall be determined
based on the results of the risk assessment.

NOTE: Action to prevent nonconformities is often more
cost-effective than corrective action.
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Annex A(normative); Control objectives and controls

The control objectives and controls listed in Table A.1
are directly derived from and aligned with those listed
in ISO/IEC 17799:2005 Clauses 5 to 15. The lists in
Table A.1 are not exhaustive and an organization may
consider that additional control objectives and
controls are necessary. Control objectives and controls
from these tables shall be selected as part of the ISMS
process specified in 4.2.1.

ISO/IEC 177992005 Clauses 5 to 15 provide
implementation advice and guidance on best practice
in support of the controls specified in A.5to A.15.
Table A.1 — Control objectives and controls

Table A.1 — Control objectives and controls
A5 Security policy

A.5.1 Information security policy
Objective: To provide management direction and support
for information security in accordance with business
requirements and relevant laws and regulations.
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Control
Information An information security policy
security document shall be approved by
A5.1.1 . .
policy management, and published and
document communicated to all employees
and relevant external parties.
Control
Review of the The |nf0rm§tlon security policy
. . shall be reviewed at planned
information - A
A5.1.2 : intervals or if significant
security .
olicy chan_ges_ oceur to ensure its
b continuing suitability, adequacy,
and effectiveness
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A.6 Organization of information security

A.6.1 Internal organization
Objective: To manage information security within the
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organization.
Control
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support security within the o e o B ses ddles aile o ooie e S
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acknowledgment of information
security responsibilities
Control Js
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Allocation of Control _ 0,55 |
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A6.1.8

Independent
review of
information
security

The organization’s approach to
managing information security
and its implementation (i.e.
control objectives, controls,
policies, processes, and
procedures for information
security) shall be reviewed
independently at planned
intervals, or when significant
changes to the security

imp lementation occur

A.6.2 External parties
Objective: To maintain the security of the organization’s
information and information processing facilities that are
accessed, processed, communicated to, or managed by

external parties
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Identification

Control
The risks to the organization’s
information and information
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of risks processing facilities from
AB6.2.1 relatedto business processes involving
external external parties shall be
parties identified and appropriate
controls implemented before
granting access.
) Control
?e‘iirfiis'”g All identified security
y requirements shall be addressed
A6.2.2 when dealing L
with before giving customers access
to the organization’s
customers s -
information or assets
Control
Agreements with third parties
involving accessing, processing,
Addressing comm.unlgatl’ng‘ or managing the
A organization’s information or
securityin . . .
A6.2.3 : information processing
third party S -
facilities, or adding products or
agreements

services to information
processing facilities shall cover
all relevant security
requirements
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A.7 Asset management

A.7.1 Responsibility for assets
Objective: To achieve and maintain appropriate protection
of organizational assets.

A.7.2 Information classification
Objective: Toensure that information receives an
appropriate level of protection.

1 Explanation: The term ‘owner’ identifies an individual or entity that has approved
management responsibility for controlling the production, development,

Control oy
Inventory of AII a§s_ets shall be_ clearly J s
AT7.11 identified and an inventory of L .
assets . -ellis 380 jsbay Wb ol 45 )]
all important assets drawn up B o y1d Cornnd
and maintained. e s allo adS 5l cund S g ond (Y
Control 5D (5,05 5 peais Wb
All information and assets Jss
Ownership*of | associated with information ) .
. s = & ° “Jak EOPr) B RO | PS <l
AT12 | assets processing facilities shall be @bl 5 Sl &5 ceSlle Syt | 2Ll
‘owned’® by a designated part Sk Sl (Bl 5 5510 4y g e sl b Y-3-v
of the organization. 5,815 yloslas 51 pere i S5 4
Control
Rules for the acceptable use of o J‘“{ )
information and assets 5 Doy B oolil @y bgyye (ilsd JB oslaiul .
Acceptable use iated with inf . ) o <l
ATL3 | eocoots associated with information @ bgye sl s bl Sl s | o g iy
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maintenance, use and security of the assets. The term ‘owner’ does not mean that

the person actually has property rights to the asset. - N
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A.8 Human resources security

A.8.1 Prior to employment*

Objective: Toensure that employees, contractors and third
party users understand their responsibilities, and are suitable
for the roles they are considered for, and to reduce the risk of
theft, fraud or misuse of facilities.

Control

Security roles and
responsibilities of employees,
Rolesand contractors and third party users
responsibilities shall be defined and
documented in accordance with
the organization’s information
security policy.

Control

Background verification checks
on all candidates for

emp loyment, contractors, and
third party users shall be carried
out in accordance with relevant
laws, regulations and ethics,
and proportional to the business
requirements, the classification
of the information to be
accessed, and the perceived
risks.

AB8.11

A.8.12 | Screening

Control

As part of their contractual
obligation, employees,
contractors and third party users

AB13 Igr:rgiiig:gjof shall agree and sign the terms
employment and conditions of their

emp loyment contract, which
shall statetheir and the
organization’s responsibilities
for information security.

1 Explanation: The word ‘employment’ is meant here to cover all of the following
different situations: employment of people (temporary or longer lasting),
appointment of job roles, changing of job roles, assignment of contracts, and the
termination of any of these arrangements.
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A8.21

Management
responsibilities

Control

Management shall require
employees, contractorsandthird
party users to apply security in
accordance with established
policies and procedures of the
organization.

AB8.2.2

Information
security
awareness,
education and
training

Control

All employees of the organization
and, where relevant, contractors
and third party users shall receive
appropriate awareness training
and regular updates in
organizational policies and
procedures, as relevant for their
job function.

A8.23

AB83.1

Disciplinary
process

Termination
responsibilities

Control

There shall be a formal
disciplinary process for
employeeswho have committeda
security breach.

Control

Responsibilities for performing
employment termination or
change of employment shall be
clearly defined and assigned.
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A8.3.2

Return of
assets

Control

All employees, contractorsand
third party users shall return all of
the organization’s assets in their
possession upon termination of
their employment, contract or
agreement.
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Control

The access rights of all Jrs

emp loyees, contractors and 5 ohSles LS adS pwyiws s>

third party users to information . s e .

: _ : 551550 55100 5 AT 4y B LS s Gis |l
Aga3 | Removal of and information processing ORI PO e

292 | access rights | facilities shall be removed upon el gud e 4wl Sl i [ Y-¥-A

termination of their
employment, contract or
agreement, or adjusted upon
change

A.9 Physical and environmental security

A.9.1 Secure areas
Objective: To prevent unauthorized physical access, damage
and interference to the organization’s premises and
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information.
Control
Security perimeters (barriers
Physical such as walls, card controlled_
A9.11 | security entry gates or manned reception
perimeter desks) shall be used to protect

areas that contain information
and information processing
facilities.
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Physical entry

Control
Secure areas shall be protected
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environmental
threats

A9.1.2 controls by appropriate entry co_ntrolsto
ensure that only authorized
personnel are allowed access.

Securing control
A9.13 | offices, rooms Physical securl_ty_for offices,
and facilities rooms, and facilities shall be
designed and applied.
Control
Protecting Physical protection against
against damage from fire, flood,
A9.14 | external and earthquake, explosion, civil

unrest, and other forms of
natural or man-mad disaster
shall be designed and applied.
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A9.15

Working in
secure areas

Control

Physical protection and
guidelines for working in secure
areas shall be designed and
applied.

A9.16

Public access,
delivery and
loading areas

Control

Access points such as delivery
and loading areas and other
points where unauthorized
persons may enter the premises
shall be controlled and, if
possible, isolated from
information processing facilities
toavoid unauthorized access

A.9.2 Equipment security
Objective: To prevent loss, damage, theft or compromise of
assets and interruption to the organization’s activities.
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Control
Equipment shall be sited or
protected to reduce the risks

maintenance

Equipment .
A9.2.1 | sitingand from environmental th_re_ats and
protection hazards, and opportunities for
unauthorized access.
Control
Supporting Equipment shgll be protected
A9.22 utilities from power failures and other
disruptions caused by failures in
supportingutilities
Control
Power and telecommunications
; cabling carrying data or
A9.23 sceaczlrlir;g/ suppogrting %fo%mation services
shall be protected from
interception or damage.
Control
Equipment shall be correctly
A924 Equipment maintained to ensure its

continued availability and
integrity
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Security of
A9.25 [ equipment off-
premises

Control

Security shall be applied to off-
site equipment taking into
account the different risks of
working outside the
organization’s premises.

Secure disposal
A.9.2.6 | or re-use of

Control

All items of equipment
containing storage media shall
be checked to ensure that any
sensitive data and licensed

equipment software has been removed or
securely overwritten prior to
disposal.
Control
A927 Removal of Equipment, information or
"7 | property software shall not be taken off-

site without prior authorization

A.10 Communications and operations management

A.10.1 Operational procedures and responsibilities
Objective: Toensure the correct and secure operation of
information processing facilities
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Control Js
Operating procedures shall be Gilwdiine b (21,2 ) Glles slaas, sl ol

A10.1.1 documented, maintained, and o S5 LS s o (g ,lanlSs eas| "o Flilos iy
made available to all users who o b e N V9.
need them. P9 0010 HlyS Ayls Hhe Ll A
gr(])ntrolt . o Jj5 »

anges to information 20 blSal o Lo e Sy e

e processing facilities and systems A e e el B ol Yoy

shall be controlled. A8l JpS e sk ol
36 ISO/IEC 27001:2005 www.payampardaz.net




INFORMATION SECURITY MANAGEMENT SYSTEM

APl o ol wiage OS5

A10.1.3

Segregation of
duties

Control

Duties and areas of
responsibility shall be
segregated to reduce
opportunities for unauthorized
or unintentional modification or
misuse of the organization’s
assets.
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A10.14

Separation of
development,
testand
operational
facilities

Control

Development, test and
operational facilities shall be
separated to reduce the risks of
unauthorised access or changes
tothe operational system.

A.10.2 Third party service delivery management
Objective: Toimplement and maintain the appropriate level
of information security and service delivery in line with third
party service delivery agreements.
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Control
It shall be ensured that the
security controls, service
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A102.1 Service definitions and delivery levels
T delivery included in thethird party
service delivery agreement are
implemented, operated, and
maintained by the third party.
Control
Monitorin The services, reports and
rng records provided by the third
and review of
A10.2.2 third part party shall be regularly
d party monitored and reviewed, and
services

audits shall be carried out
regularly.
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A.10.2.3

Managing
changesto
third party
services

Control

Changes to the provision of
services, including maintaining
and improving existing
information security policies,
procedures and controls, shall
be managed, taking account of
the criticality of business
systems and processes involved
and re-assessment of risks.

A.10.3 System planning and acceptance
Objective: To minimize the risk of systems failures.
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A10.3.1

Capacity
management

Control

The use of resources shall be
monitored, tuned, and
projections made of future
capacity requirements to ensure
the required system
performance.

s o303 9 (32,T 50 T Vel
e gl 3 5l 5L 0, bls il filus 4 i B0

A.10.3.2

System
acceptance

Control

Acceptance criteria for new
information systems, upgrades,
and new versions shall be
established and suitable tests of
the system(s) carried out during
development and prior to
acceptance.
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Objecti

A.10.4 Protection against malicious and mobile code
ve: To protect the integrity of software and
information.

Jss
Koz glgies hpdy slojles
Slodsens g aily 5l ) slaasens (ledlb|
cnlio sloced 5 05d (poad Wb o
Sl A8 g aws b,z 50 (Wi

g plowl By

o (5 9.8

]
YoYos.

A10.4.1

Controls
against
malicious code

Control

Detection, prevention, and
recovery controls to protect
against malicious code and
appropriate user awareness
procedures shall be
implemented.
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A.10.4.2

Controls
against mobile
code

Control

Where the use of mobile code is
authorized, the configuration
shall ensure that the authorized
mobile code operates according
toa clearly defined security
policy, and unauthorized mobile
code shall be prevented from
executing.

A105.1

Information
back-up

Control

Back-up copies of information
and software shall be taken and
tested regularly in accordance
with the agreed backup policy.

A106.1

Network
controls

Control

Networks shall be adequately
managed and controlled, in
order to be protected from
threats, and to maintain security
for the systems and applications
using the network, including
information in transit.
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A.10.6.2

Security of
network
services

Control

Security features, service levels,
and management requirements
of all network services shall be
identified and included in any
network services agreement,
whether these services are
provided in-house or
outsourced.

A.10.7 Mediahandling
Objective: To prevent unauthorized disclosure, modification,
removal or destruction of assets, and interruption to business
activities.
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A10.7.1

Management
of removable
media

Control

There shall be procedures in
p lace for the management of
removable media.
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Control
Disposal of M edia shall be disposed of
A10.7.2 P securely and safely when no
media - .
longer required, using formal
procedures.
Control
Information Procedures_ for the handling and
A10.7.3| handling storag_e of information sr_]all be
established to protect this
procedures

information from unauthorized
disclosure or misuse.

A10.7.4

A.10.7.4 Security
of system
documentation

Control

System documentation shall be
protected against unauthorized
access.
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A.10.8 Exchange of information
Objective: To maintain the security of information and
software exchanged within an organization and with
any external entity.
Control
Information Formal exchange policies,
procedures, and controls
A10.8.1| &xchange shall be in place to protect
policies and . -
procedures the exchange of information
through the use of all types
of communication facilities.
Control
Agreements shall be
A10.8.2 Exchange established for the exchange
| agreements of information and software
between the organization
and external parties.
Control
Media containing
information shall be
Physical protected against
A.10.8.3| media in unauthorized access, misuse
transit or corruption during
transportation beyond an
organization’s physical
boundaries.
Control
Electronic Information involved in
A10.84 . . .
messaging electronic messaging shall
be appropriately protected.
Control
Policies and procedures shall
BUsiness pe developed and
A10.8.5| information !mplemer_ned o pr_otect .
systems mfo_rmatlon assqmated with
the interconnection of
business information
systems.
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A.10.9 Hectronic commerce Services
Objective: To ensure the security of electronic
commerce services, and their secure use.
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A10.9.1

Electronic
commerce

Control

Information involved in
electronic commerce passing
over public networks shall be
protected from fraudulent
activity, contract dispute, and
unauthorized disclosure and
modification.

A.10.9.2

On-line
transactions

Control

Information involved in on-line
transactions shall be protected
to prevent incomplete
transmission, mis-routing,
unauthorized message
alteration, unauthorized
disclosure, unauthorized
message dup lication or replay.
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A.10.9.3

Publicly
available
information

Control

The integrity of information
being made available on a
publicly available systemshall
be protected to prevent
unauthorized modification.
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A.10.10 Monitoring
Objective: To detectunauthorized information
processing activities.

A.10.10.1

Audit logging

Control

Audit logs recording user
activities, exceptions, and
information security events
shall be produced and kept for
an agreed period to assist in
future investigations and access
control monitoring.
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A.10.10.2

Monitoring
system use

Control

Procedures for monitoring use
of information processing
facilities shall be established
and the results of the
monitoring activities reviewed
regularly.

A.10.10.3

Protection of
log information

Control

Logging facilities and log
information shall be protected
against tampering and
unauthorized access.

A.10.10.4

Administrator
and operator
logs

Control

System administrator and
system operator activities shall
be logged.

Control
Faults shall be logged,

n

A.10.105| Faultlogging analyzed, and appropriate
action taken.
Control
The clocks of all relevant
Clock information processing systems
IA.10.10.6| synchronizatio | within an organization or

security domain shall be
synchronized with an agreed
accurate time source.

A.11 Access control

A.11.1 Business requirement for access control
Objective: To control access to information.

Alll1l

Access control
policy

Control

An access control policy shall
be established, documented, and
reviewed based on business and
security requirements for
access.
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A.11.2 User access management
Objective: To ensure authorized user access and to
prevent unauthorized access to information systems

Control

There shall be a formal user
User registration and de-registration
Al121 . . procedure in place for granting
registration and revoking access to all
information systems and
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services.
Control
Privilege The allocation and use of
Al11.2.2 L -
management privileges shall be restricted and
controlled.
User Control _
A11.2.3| password The allocation of passwords
B shall be controlled through a
management | formal management process.
S Control

A11.2.4/ user access access rights at regular intervals

rights using a formal process.

M anagement shall review users’

A.11.3 User responsibilities

Objective: To prevent unauthorized useraccess, and
compromise or theft of information and information
processing facilities.
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Control

Users shall be required to
A.11.3.1| Password use | follow good security practices
in the selection and use of
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passwords.
Unattended Control
A11.32| user Users shall ensure that
B . unattended equipment has
equipment appropriate protection.
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Al1133

Clear desk and
clearscreen

policy

Control

A clear desk policy for papers
and removable storage media
and a clear screen policy for
information processing facilities
shall be adopted.

A.11.4 Network access control
Objective: To prevent unauthorized access to networked

s
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services
Control
Policy on use of | Usersshall only be provided
Al11.4.1| network with access to the services that
services they have been specifically
authorized to use.
User Control
A11.4.2 authentication | Appropriate authentication
for external methods shall be used to control
connections access by remote users.
Control
Automatic equipment
Equipment identification shall be
A.11.4.3| identification considered as a means to
in networks authenticate connections from
specific locations and
equipment.
Remote Control
diagnosticand [ Physical and logical access to
All.4.4 . . . - . >
configuration diagnostic and configuration
port protection | portsshall be controlled.
Control
Segregation in Groups of !nformat!on services,
All145 users, and information systems

networks

shall be segregated on
networks.
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Al146

Network
connection
control

Control

For shared networks, especially
those extending across the
organization’s boundaries, the
capability of users to connect to
the network shall be restricted,
in line with the access control
policy and requirements of the
business applications (see 11.1).

Al147

Network
routing control

Control

Routing controls shall be
implemented for networks to
ensure that computer
connections and information
flows do not breach the access
control policy of the business
applications.
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A.11.5 Operating system access control
Objective: To prevent unauthorized access to operating

Jole o 4w pwd 508 Ol
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systems.
Control
Secure log-on Access to operating systems
Al1l151
procedures shall be controlled by a secure
log-on procedure.
Control
All users shall have a unique
User identifier (user ID) for their
A115.2 identification personal use only, and a

and
authentication

suitable authentication
technique shall be chosen to
substantiate the claimed identity
of a user.

Al1153

Password
management
system

Control

Systems for managing
passwords shall be interactive
and shall ensure quality
passwords.

Jss .
ool 0959 slaarg,|
g 2l bole Glapins 4 (pwyiwd
) PSS ] A Y o )|
9l S8 el 095 s,
J 5
5,8 4y pasie dwlid S Wb ol)l8 als
5 aril atdls 895 6,0, sl ks (ID)| 9 0,5 olwbs|
Sl sl cuge 5ol el S5 S Cuga 3yl Y-8-1
Al IS Ky daaag oadleal e
08,8
Js Sl
o Sl o yae 4 by slapie 0 0 pannss
)5 > P [ S Al )

[ jseenlels i 5 oog ol Wl

ygs dals

46

ISO/IEC 27001:2005

www.payampardaz.net

A2



INFORMATION SECURITY MANAGEMENT SYSTEM

0Pl g o (wikigo S g

Control
The use of utility programs that
Al15.4 Use of system might be capable of overriding
7 utilities systemand application controls
shall be restricted and tightly
controlled.
Control
A1L55 Sessiontime- Inactive session§ shall shut
] out down after a defined period of
inactivity.
Control
Limitation of Restrictions on connection
A.11.5.6| connection times shall be used to provide
time additional security for high-risk
applications.

Control
Access to information and

Information application system functions by
A.11.6.1| access users and support personnel
restriction shall be restricted in accordance
with the defined access control
policy.
. Control
Sensitive _.
Sensitive systems shall have a
A11.6.2| system : ’ .
el dedicated (isolated) computing

environment.
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All7.1

Mobile computin
hnd
communications

Control

A formal policy shall be in place,
and appropriate security measures
shall be adopted to protect against
the risks of using mobile
computing and communication
facilities.

Al1l17.2

Teleworking

Control

A policy, operational plans and
procedures shall be developed
and implemented for teleworking
activities.

A.12 Information systems acquisition, developmentand

maintenance

A.12.1 Security requirements of information systems
Objective: To ensure that security is an integral part of
information systems.
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Al211

Security
requirements
analysisand
specification

Control

Statements of business
requirements for new information
systems, or enhancements to
existing information systems shall
specify the requirements for
security controls.
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A.12.2 Correct processing in applications
Objective: To prevent errors, loss, unauthorized
modification or misuse of information in applications.
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Control
A1221 Input data Data input to applications shall be
=SS validation validated to ensure that this data
is correct and appropriate.
Control
Validation checks shall be
I GEd incorporated into applications to
A.12.2.2] internal P Ppp
. detect any corruption of
processing

information through processing
errors or deliberate acts.
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Al1223

Message
integrity

Control

Requirements for ensuring
authenticity and protecting
message integrity in applications
shall be identified, and
appropriate controls identified
and imp lemented.

Al1224

Output data
validation

Control

Data output froman application
shall be validated to ensure that
the processing of stored
information is correct and
appropriate to the circumstances.

A.12.3 Cryptographic controls
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Objective: To protect the confidentiality, authenticity or
integrity of information by cryptographic means.
. Control
Egé'g}’ on the A policy on the use of
Al1231 cryptographi cryptograp hic controls for
protection of information shall be
c controls -
developed and implemented.
Control
A1232 Key Key management shall be in place
=TT management | tosupport the organization’s use

of cryptographic techniques.
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A.12.4 Security of system files
Objective: Toensure the security of system files.
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potancres (o o6 Ecio] 1 Lol fpa> 10

Al12.41

Control of
operational
software

Control

There shall be procedures in place
to control the installation of
software on operational systems

Al124.2

Protection of
system test
data

Control

Test data shall be selected
carefully, and protected and
controlled.
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Al12.43

Access
control to
program
source code

Control
Access to program source code
shall be restricted.

Jds

2355 dga0te b deliyy aie O Ay g

4ol a0 05 4y

YooY

A.12.5 Security in development andsupport processes
Objective: To maintain the security of application system
software and information.
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Control
Change . .
The implementation of changes
A125.1| control
shall be controlled by the use of
procedures
formal change control procedures.
Technical Control
review of When operating systems are
applications changed, business critical
A125.2| after applications shall be reviewed
operating and tested to ensure there is no
system adverse impact on organizational
changes operations or security'.

Al1253

Restrictions
on changesto
software

Control

M odifications to software packages
shall be discouraged, limited to
necessary changes, and all changes

packages shall be strictly controlled.
Information coniel
Al1254 leakage Opportunities for information
g leakage shall be prevented.
Control
Outsourced
A1255| software Outsourced software development

development

shall be supervised and monitored
by the organization

A.12.6 Technical Vulnerability Management
Objective: To reduce risks resulting from exploitation of
published technical vulnerabilities.
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Al126.1

Control of
technical
wulnerabilitie
S

Control

Timely information about
technical vulnerabilities of
information systems being used
shall be obtained, the
organization's exposure to such
vulnerabilities evaluated, and
appropriate measures taken to
address the associated risk.
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A.13 Information security incident management

A.13.1 Reporting information security events and
weaknesses

Objective: To ensure information security events and
weaknesses associated with information systems are
communicated in a manner allowing timely corrective action
to be taken.
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Reporting | €ontrol )
Information security events shall be

Jis | e hlF

Al13.11 Lngggumr?ilo reported through appropriate
events y management channelsas quickly as
possible.
Control

All employees, contractorsandthird
Reporting party users of information systems
A13.1.2| security and services shall be required to note
weaknesses | and report any observed or suspected
security weaknesses in systems or
services

A.13.2 Management of information security incidents and
improvements

Objective: Toensure a consistent and effective approach is
applied to the management of information security incidents.
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A.14 Business continuity management

A.14.1 Information security aspects of business continuity
management
Objective: To counteract interruptions to business activities
and to protect critical business processes from the effects of
major failures of information systems or disasters and to
ensure their timely resumption.

Including Control
information | A managed process shall be developed
securityin the| and maintained for business continuity
Al4.11 pusiness throughout the organization that
continuity addresses the information security
management | requirements needed for the
process organization’s business continuity.
Control
. Eventsthat can cause interruptionsto
Business - . i
A business processes shall be identified,
Al4.12 corgjtmuklty along with the probability and impact
2gseglsinent of such interruptic_msandtr_]eir
consequences for information
security.
Developing Control
and Plansshall be developed and
implementing| implementedto maintain or restore
A.14.1.3|continuity pperatioqsandensure a_vailability of _
plans information at the required level and in
including the required time scales following
information [ interruption to, or failure of, critical
security business processes.
Control
BUsiness A sin_gle_ framework of busin_ess _
S continuity plansshall be maintained to
A14.1.4| continuity ensure all plansare consistent, to
planning - . .
framework conSI_stentIy gddress lnformat!on _
security requirements, and to identify
priorities for testingand maintenance.
Testing,
;ﬂnaéﬂtammg gomml tinuity plans shall b
: usiness continuity plansshall be
Al4L15 reassessing testedand updated regularly to ensure
bu5|_ness_ that they are up to date and effective.
continuity
plans
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A.15 Compliance

A.15.1 Compliance with legal requirements
Objective: Toavoid breaches of any law, statutory,
regulatory or contractual obligations, and of any security

LI RV

S Sl b Gl 110 I
I, 8 b sl ol oy | ldgai o, o 9318 47 a0 a5 1 6 Sl 1 BB

requirements. csitol Sl 51 5 o 4
Control ) Js
All relevant statutory, regulatory @313 5 slaalipm |l wlags ol he (olos
Identification and contrgctqal [equwements and ol 0,8l cam Glejle 5,55, 5 Lad e sl i
A15.1.1|of applicable | the organization’s approach to meet s s o oo 4 b Sl ol | G il
S leais|ation these requirements shall be 3o 7o < T 110
Y explicitly defined, documented, and Slaptas 51 SG He 05 5 el sle 12!
kept up to date for each information &0l aalsg, g 4 lejle 5 Sledlbl
systemand the organization. 59,5
e
Control o -
Appropriate procedures shall be L2l 850 4 glaisfa b cslie sloay,
Intellectual implemented to ensure comp liance OIS gl Slol I b gLl 1 aS aigl axslis
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of personal | legislation, regulations, and, if e R e e
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Prevention . . ) 31 g5 ol
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A15.1.6

Regulation of
cryptographic
controls

Control

Cryptographic controls shall be
used in compliance withall
relevant agreements, laws, and
regulations.
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A.15.2 Compliance with security policies and standards,

and technical compliance

Objective: To ensure compliance of systems with
organizational security policies and standards.
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Control
. M anagers shall ensure that all
Compliance . L .
. - security procedures within their
with security P .
Al152.1 o area of responsibility are carried
policiesand .
out correctly to achieve
standards - . . -
compliance with security policies
and standards.
Control
Technical Information systems shall be
A.15.2.2| compliance regularly checked for compliance
checking with security imp lementation

standards.
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A.15.3 Information systems audit considerations
Objective: To maximize the effectiveness of and to minimize
interference to/from the information systems audit process.
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A153.1

Information
systems audit
controls

Control

Audit requirements and activities
involving checks on operational
systems shall be carefully planned
and agreed to minimize the risk of
disruptions to business processes.
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A15.3.2

Protection of
information
systems audit
tools

Control

Access to information systems
audit tools shall be protected to
prevent any possible misuse or
compromise.
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9. Annex B(Informatie)

OECD principles and this International Standard
The principles given in the OECD Guidelines for the
Security of Information Systems and Networks apply
to all policy and operational levels that govern the
security of information systems and networks. This
International Standard provides an information
security management system framework for
implementing some of the OECD principles using the
PDCA model and the processes described in Clauses
4,5, 6 and 8, as indicated in Table B.1.

Table B.1 — OECD principles and the PDCA model
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OECD principle

Awareness

Participants should be aware of the
need for security ofinformation
systems and networks and what
they can do toenhance security.

Corresponding ISMS
process and PDCA phase

Thisactivity is part ofthe Do phase
(see4.2.2and5.2.2).
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Responsibility

All participants are responsible for
the security of information systems
and networks.

Thisactivity ispart ofthe Do phase
(see4.2.2and5.1).
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Response

Participants shouldact in atimely
and co-operativemanner to
prevent, detect and respondto
security incidents.

Thisisin part a monitoring activity
Check phase (see 4.2.3and 6 t0 7.3)
andarespondingactivity Act phase
(See 4.2.4and8.1t08.3). Thiscan

also be covered by some aspects of

the Plan and Check phases.
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Risk assessment )
Participants should conduct risk
assessments.

Thisactivity is partofthe Plan
phase (see 4.2.1) and risk
reassessment is part ofthe Check
phase (see 4.2.3and6t07.3).

) (3, Plan 56 5l as el
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Security designand
implementation

Participants should incorporate
security asan essentialelement of
information systems and networks.

Once arisk assessment has been
completed, controls are selected for
the treatment of risks as part of the
Plan phase (see 4.2.1). TheDo
phase (see 4.2.2and5.2) then
coversthe implementationand
operational use of these controls.

Security management
Participants should adopta
comprehensive approachto
security management.

The management ofrisk isa
processwhich includes the
prevention, detection and response
to incidents, ongoing maintenance,
reviewandaudit. All of these
aspects are encompassed in the
Plan, Do, Checkand Act phases.
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Reassessment

Participants should reviewand
reassess the security of information
systems and networks,and make
appropriate modificationsto
security policies, practices,
measures and procedures.

Reassessment of information
security isa part of theCheck phae
(see4.2.3and6t07.3) where
regular reviews should be
undertakentocheckthe
effectiveness of the information
security management system, and
improving the security is part ofthe
Act phase (see 4.2.4and8.1t08.3).
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10. Annex C(Informative)

between ISO 9001:2000, ISO

Correspondence

14001:2004 and this
International Standard

Table C.1 shows the correspondence between

9001:2000, ISO 14001:2004 and this International Standard.

Table C.1 — Correspondence between ISO 9001:2000,

ISO 14001:2004 and this International Standard

This
International

Standard

ISO 9001:2000

0 Introduction

ISO 14001:2004

1ISO

5 ISO 14001:2004 . ISO 9001:2000
polo (Modl s 3 ylailiw!
5 1SO 14001:2004 . 1SO 9001:2000 .y colss d o Jsir
TP - A e P DN [ WIS R CoW

Sodl ey 8 5l

ISO 14001:2004

ISO 9001:2000

ol

. 0.1 General
0 Introduction 0.2 Process
0.1 General anproach
0.2 Process 03 RpFI)t' hi
approach = withiso " | introducti
0.3 Compatibility \évc;o4 ntroduction
with other C tibilit
management ompatibiti
systems y with other
y 0.4 management
systems
1  Scope 1  Scope
1.1 General 1.1. General 1 Scope
1.2 Application 1.2. Application
2 Normative 2 Normative 2 Normative
references reference reference
3 Terms and 3 Terms and 3 Terms and
definitions definitions definitions
Y g requirements
management system
4.1 General
system 4.1 General requirements
4.1 General requirements a

requirements
4.2 Establishing
and managing
the ISM S
4.2.1 Establish the
ISMS
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Implementation
and operation
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4.2.2 Implement and
operatethe
ISMS

4.2.3 Monitorand
review the
ISMS

4.2.4 Maintainand
improve the
ISMS

8.2.3 Monitoring
and measurement
of

8.2.4 Monitoring
and measurement
of product

4.5.1 Monitoring
and measurement
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4.3 Documentation
requirements
43.1 General

432 Control of
documents

433 Control of
records

4.2 Documentation
requirements

4.2.1 General

4.2.2 Quality
manual

4.2.3 Control of
documents

4.2.4 Control of
records

445
Documentation
control

4.5.4 Control of
records

5 Management
responsibility

5 Management
responsibility

5.1 Management
commitment

5.2 Customer focus
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6 Internal ISM S
audits

8.2.2 Internal
Audit

4.5.5 Internal audit

7 Management
review of the ISM'S
7.1 General

7.2 Review input

7.3 Review output

5.6 Management
review

5.6.1 General
5.6.2 Review
input

5.6.3 Review
output

4.6 Management
review
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improvement
8.1 Continual
improvement

8.5 Improvement
8.5.1 Continual
improvement
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8.2 Corrective
action

8.5.3 Corrective
actions

4.5.3 Non-
conformity,
corrective action
and preventive
action
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8.3 Preventive
action

8.5.3 Preventive
actions
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Annex A Control
objectives and
Controls

Annex B OECD
principles and this
International
Standard

Annex C
Correspondence
between ISO
9001:2000, ISO
14001:2004 and
this International
Standard

Annex A
Correspondence
between ISO
9001:2000 and
1ISO 14001:1996

Annex A
Guidance on the
use of this
International
Standard

Annex B
Correspondence
between

1SO 14001:2004
and ISO
9001:2000
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